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The AcademiclD e-service enables all undergraduate, postgraduate
and doctoral students of Greek Universities and Technical Educational
Institutions to submit an electronic application for an academic

identity card.

“AcademiclD” mainly supports the
academic community.Now it
supports eGOV IDs in AcademiclD:
e apply for a Greek AcademiclD and,
thus gain access to several
o student discounts and
o benefits provided by the Greek
Universities, the State or even
private entities.
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e-Signature and Erasmus Student eCard
CEF-TC-2017-1 - eldentification and eSignature (elD)
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A service to enable use of elDs for accessing
Academic Services

Features

» Secure access to services based on popular
standards such as SAML 2.0, OpenID Connect and OpenID
OAuth 2.0

* Integrates with Identity Providers (elDAS,

eduGAIN, social networks) as identity sources

« Aggregates user attributes from different sources S AM EO @

* Provides a harmonised set of attributes to the
connected services
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allows offering trustworthy services to users who are either
outside of the academic sector or don't have an academic ID.

Support of elDs can enable access from other EU countries
where users can use their own national electronic identification
schemes.
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SAMLelDAS

AuthN request to user’s
country of origin elDAS
node (Home elDAS Node)

wi
IS REQUESTING THE FOLLOWING
ATTRIBUTES

User informed about
requested attributes

Erasmus Student eCard in Greece Workshop



GRNET elD Proxy - User authentication flow (AV gr

USE YOUR

1 =<1 User consents to the
request for attributes B nn o

SERVICES

Erasmus Student eCard in Greece Workshop 7



User selects Home Identity

provider

+

<y eid.govit/idpr

X
£ @ italian elDAS Login

Entra con SPID

SPID & il Sistena Pubblico di Identita Digitale italiano. Se sei gia in possesso di una identita SPID
accedi con le credenziali del tuo gestore. Per maggiori informazioni su SPID consulta i sito

© Entraconspi

Entra con CIE

La Carta di dentita Elettronica consente 'accesso ai servizi digitali della PA italiana e dei paesi
membri aderenti al regolamento elDAS. Per maggiori informazioni consulta il sito del Ministero

ell'Interno.

FICEP

FICEP & l gateway che consente a cittadini taliani di accedere con le proprie credenziali SPID o con
Ia CIE ai servizi online di atri Paesi EU che supportano fa normativa diidentita digitale elDAS. Allo
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Home Identity

User authenticates using Provider
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his/her credentials
[ login

Log In
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SAMLelDAS

Home Home ldentity
elDAS Node Provider

Home Identity Provider releases
attributes to Home elDAS Node

IS REQUESTING THE FOLLOWING
ATTRIBUTES

User informed about released
attribute values

User consents to the release
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GRNET elD Proxy - Architecture

0o
7

eduGAIN

Social ID

* OpenlD Connect
* OAuth2

SAML elDAS SAML2int

___________________________________ a
1
1
1
1
1
<
: Third Party
> IdP/SP Proxy | Attribute
o User Registry : Authority
1
E |+ SAML20
e IdP User 1 Attribute Query
t Discovery Consent User Role : : EEE;
Enrolment Mgmt ' & soL
1
1
e :
SAML :
_______________________________________ J

SAML2int
OpenlID Connect
OAuth2

Erasmus Student eCard in Greece Workshop

gr

12



Single integration point for services based on
standard protocols (SAML, OpenID Connect/OAuth2)

Attribute aggregation from external Attribute
Providers (APs)

Central Policy Definition and Enforcement point

No need to run an IdP Discovery Service on each SP
Connected

SPs get consistent/harmonized user identifiers and
accompanying attribute sets from different IdPs/APs
that can be interpreted in a uniform way for
authorization purposes
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GRNET elD Proxy - AARC BPA Implementation
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GRNET elD Proxy - AARC BPA Implementation
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Built on open-source software and tools:

* SATOSA

* COmanage Registry
Supported by large communities
Used in production
Address a wide range of use cases for research and
education (LIGO Scientific Collaboration, NIH/NIAID
International Centers for Excellence in Research —
NIAID Science Forum
Customisable workflows for onboarding users
Registry for persistent globally unique user identifiers
Use of standard attribute schemata for maximising
interoperability
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“Zeus" is a secure e-voting service provided by GRNET. With “Zeus”
users can hold verifiable elections with one or more polls. It supports
different ballot types and election systems.

“Zeus” mainly supports the
academic community, but in some
cases it is also used outside of the
academic environment.

Now it also supports elDs.

Home

Zeus Elections

Hold verifiable elections with one or more polls. Several different ballot types and election systems are supported, such as simple
questions with predefined answers, party lists, score voting, or single transferable vote (STV). Zeus was initially forked from Helios and
maintains the general workflow but has since significantly diverged.

Zeus Demo

Check out Zeus with a demo account. Credentials will
be sent to your email address below.

Your email address:

Transformation of Greek e-Gov Services to
eIDAS Crossborder Services
CEF-TC-2015-2 - eldentification and eSignature (elD)
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The action aims at combining the benefits of Member-State backed
citizen (natural person identification and authentication through
elDAS) and student and researchers identities (eduGAIN from GEANT
and European Student Identifier from European Student Card) to
enable a cross-sector

interoperability between elDAS SEAL
and Higher Education/
Research domains. Partners

The SEAL platform will include the
following modules/interfaces:

e Identity Provider Interface and

Modules L

e Identity bootstrapping

PO
N
\‘“gﬁ’/ (W PORTO

e |dentity management
Yy Mandg
e Service Provider Interface and

Modules SEAL - StudEnt And citizen identities Linked (CEF) -
e Validation Interface and TELECOMMUNICATIONS SECTOR AGREEMENT
Modules INEA/CEF/ICT/A2018/1633170.
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The Greek Justice System has made clear steps towards digitizing its
operations and offered services. A new issue is the ability to integrate
with existing identification and authorization services in national and
pan-European level.

The scope of eThemisID is

e toimplement the necessary
components and integrate them
with existing systems to offer
elDAS and e-signature
compliant services to its
end-users in an EU-wide level

e To integrate the implemented
components with at least one of
the three major Greek Courts,

e To showcase elDAS and e-Seal
functionality
o Integrating the Greek Justice System with elDAS and
0 '—
% |7\_-:’ e-signature services: CEF-TC-2020-1 — eldentification

ETHEMISID Erasmus Student aRF€Signature (elB): INEA/CEF/ICT/A2019/1926069



Academic Identity Card online
service
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Thanks for your attention!

Questions?
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